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Abstract

Advanced Persistent Threat can be defined as a very complex and targeted cyberattack. Hackers are always looking for a way to
penetrate users' systems, especially those who have important and valuable information. On the other hand, organizations,
companies, and institutions have always sought to detect various types of anti-malware to prevent cyberattacks, so hackers are
trying to create an undetectable malware so that it can remain in the user's system for a long time. Therefore, they move towards
Advanced Persistent attacks. These attacks have been one of the biggest threats to the information technology in recent years. In
this article, we will briefly discuss Advanced Persistent Threat, its identification, and ways to deal with it.
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A.Introduction

With the increase of cybercriminals' complex tools, conventional solutions can’t cope with the current complexities of
this type of threat. APT is a real threat to public and private institutions around the world and will continue to be so in
the future [Y]. The number of reported cases of sustained advanced attacks has increased significantly in recent years
[¥]. The vulnerability of people, organizations, or governments that trade online is exploited by hackers and
cybercriminals [¥].

Cybercriminals abuse current issues that are of interest to the public. The situation of Covid Y4 has created a good
excuse to start the attacks. In this case, the deception of advisory information about the state of health care in different
countries of the world. [£] In recent years, researches have been done on Advanced Persistent Threat.

The purpose of this article is to review the Advanced Continuous Threat (APT), identify it, and how to deal with it.
This article is a compilation and is organized as follows: Section Y generally describes the trend of Advanced
Persistent Threat. Section ¥ describes the APT life cycle analysis. Sections ¢ and ¢ identify and counteract the attacks,
and Section % conclusion.

B. Advanced Persistent Threat (APT)

Advanced Persistent Threat is a complex and long-term set of actions taken against specific individuals, organizations,
or companies. They are often provoked by attackers who study a company and its employees for months before the
attack begins. They use a device that minimizes the chance of detection. [¢] Since the appearance of Stuxnet, APT
attacks have been carried out with greater caution and damage. At the moment, many of these threats are undetectable.
Many of these threats reappear after identification with changes to achieve their goal. [1] The UK National
Cybersecurity Center defines APT as "a targeted cyberattack in which a hacker gains access to a system and goes
undetected for a long time" [YV].

McAfee defines APT as "sophisticated and covert attacks that illegally steal valuable data from target companies."
Their relentless interventions typically target main users of organizations for access to trade secrets, intellectual
property, government and military secrets, computer code sources, and other valuable information available. While
APT uses many of the traditional attack techniques, it differs from common botnets and malware because it targets
strategic users to gain unknown access to core assets. APT can inflict heavy damage long before the organization
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knows it has been damaged [Y4]. While victim organizations vary in size, type, and industry, the people targeted by

APT usually have the same characteristics: the people with the highest level of access to the most valuable assets and
resources [¢+].

Advanced Persistent Threat Features

The Advanced Persistent Threat was developed by the United States Air Force (USAF) in Y« «%.[Y] The components
of the term are described below: Advanced means that the enemy can operate in the full range of computer intrusion.
They can take the most advantage of the known vulnerabilities. Persistent means that the enemy is formally tasked
with carrying out the mission. They receive directives as an information unit and work to satisfy their commander.
Persistent does not necessarily mean that they have to constantly use malicious code on the victim's computers, but
that they maintain the level of interaction needed to accomplish their goals. The enemy here is Threat because it is
organized, budgeted, and motivated. [A] The Threat is mostly related to the human factor and well-organized groups.
APT attackers are usually teams of IT professionals and their clients - usually governments - who use advanced
technology and obscure points of attack to obtain vulnerable data. [¥1]

The differences between APT attacks and traditional web application threats include the following:

-An APT attack requires more resources than a standard Web application attack. The perpetrators are usually teams of
experienced cybercriminals with significant financial support. Some APT attacks are government-sponsored and used
as weapons of cyber warfare.

-APT attacks are significantly more complex.

-APT attacks stay on a network to gain the most information possible and do not attack immediately.

-APT attacks often target the entire network rather than a specific segment. [4]

The main actors of APT

The main actors can be divided into two major groups of government actors and organized criminal groups.
Governments cyberattacks are becoming more frequent. Suspicion of interfering in elections or power outages in other
countries due to the high cyber capabilities of these actors has caused widespread concern among the people. The
following is a brief description of these APT actors.

China: Chinese cyberattacks focus on industrial espionage aimed at stealing intellectual property. APT has been the
actor's most enduring cyber threat. [ +]

United States: The actor has carried out the most sophisticated cyberattacks and used the most advanced technologies.
APT attacks have been used mainly to pursue geopolitical interests. An example is the world-famous Stuxnet! «
operation, which targeted SCADA systems to cause significant damage to Iran's nuclear program. [ ]

Russia: This actor is supported by the government in terms of APT activities. Microsoft has detected and reported
spear phishing attacks by this player through APT YA, Their targets were German government employees. The group
has tried to gain access to employee information and infected sites with malware. [ ¥]

North Korea: Cyber-groups affiliated with the actor have carried out numerous operations, including routine
espionage, bank hacking, and malicious attacks. [ Y]

Israel: The actor is known as one of the possible authors of the Stuxnet\ + attack. This is known as the high potential
of the country's intelligence services. The Duqu Y.+ attack was sponsored by the actor and has infected many systems
in several countries in recent years. [Y£] The malware used zero day vulnerabilities to send data to command-and-
control servers.

The most famous APT groups

APT attacks are usually named by the teams that designed them. Some of the most famous and active of these groups
are:

¢ Ghost Net

The group was based in China and their attacks were carried out by phishing emails containing malware. The group
risked computers by focusing on access to government networks and embassies in more than Y+« countries. The
attackers turned on their cameras and microphones with machines inside these organizations and turned them into
Y
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surveillance devices. [ ]

* Stuxnet

The worm used to attack Iran's nuclear program, which was carried through an infected USB device and damaged the
centrifuges used to enrich uranium. Stuxnet is malware that targets SCADA systems (industrial control and
monitoring) and was able to disrupt the operation of machines in the nuclear program without the knowledge of the
operators. [V 1]

Stuxnet caused installation damage by targeting programmable logic controllers in industrial control systems that
manage uranium enrichment centrifuges. [¥+]

* FIN¢

Cybersecurity company FireEye has revealed that more than Y« + companies have been hacked by Wall Street hackers
through their email accounts since mid-Y¥ + Y ¥ to exploit information about their activities in the stock market.

Citing the victims, FireEye said most of them were pharmaceutical and healthcare companies, bankers and lawyers
who "regularly discuss confidential and volatile market information.” [ V]

« APTYS

The US Cyber Security and Infrastructure Agency says the APT Group has used more than one primary access vector
to target US government agencies. The attacks initially targeted a software service provider called Solar Winds done.
By installing a backdoor on one of the company's popular software called Orion, hackers were able to infiltrate all the
organizations that used this software. Orion software is installed on the servers of many private and public companies
and therefore, infecting it allowed hackers to infiltrate their computer systems as well. CISA investigations in the
United States show that hackers have hacked into the computer networks of dozens of private companies and
government agencies in this way. Has been present in the networks of these organizations for a long time. [ 4]

e Flame
Another APT first detected in Y+YY is Flame, which appears to have been active for years and has compromised
thousands of Windows systems in the Middle East, given its small size. Less than Y+ MB, this statistic is impressive.

AN

* Red October virus

Red October is another APT identified in ¥+ Y that targeted government and industrial centers, especially in Russian-
speaking countries, for political espionage and IP theft. [¥Y] The virus spreads through targeted emails containing
malicious Word and Excel files within the system and can steal information from computers and smartphones. Virus
scanning activities include logging, tracking emails and recovering detected files. [¥+]

C. APT Life Cycle Analysis

Life cycle is essential for understanding how APT attacks work and identifying the most common malicious
techniques. There are several ways in which an APT attack uses its resources for anonymity. In recent years,
researchers have proposed multi-stage, organized life cycles. These steps consist of the techniques, methods, and tools
used to perform a targeted infiltration. A life cycle can be organized from three stages to eleven stages. [ 4]

Three-staged attack
In the paper [Y 4], a general approach to APT attack in three stages is presented. These steps are:

V- Initial agreement: At this stage, attackers try to access the target system. The most common techniques used at this
stage are spear phishing, server-side attacks, and infected storage devices.

Lateral movement: Attackers try to compromise other services in the target system or network. Some of the techniques
used are standard operating system tools such as Powershell and RDP that use a vulnerability.

Y- Command-and-control: When the system is compromised, it is necessary to create an external connection to filter

the data. Attackers use services such as HTTP, HTTPS or FTP. They can also use tools such as remote connection
tools such as VNC or RDP.
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Four-staged attack
In the paper [Y +], a four-stage model of APT attack is presented. The following steps are described:

V- Influence on the target

In the first stage, it is necessary to penetrate the target. Companies or organizations are usually hacked in one of the
following ways: Web assets, network resources, and users. This can be achieved either through malicious downloads
(eg RFI injection, SQL) or social engineering attacks (eg phishing and email attachments) which are threats that large
organizations regularly face. These intruders may simultaneously launch a DDoS attack against their target.

Y- Insert malware

After gaining initial access, attackers quickly install the backdoor. Malware that allows access to the network and
allows remote encryption operations, provide more space for their activities and somehow increase the platform for the
expansion of activities. On the back it can also be a trojan and appear as a legitimate software.

Y- Expansion

At this point, it is time for attackers to deepen their access to the target system and increase the means of penetration to
gain more control over the target. They will also work on creating tunnels to transfer the data they need later.

Depending on the ultimate goal of the attack, the collected data can be sold to a competing company, the data can be
modified to sabotage a company's product line, or it can be used to overthrow the entire organization. If the motive is
sabotage, this step is used to precisely control multiple vital functions and manipulate them in a specific sequence to
see the most damage. For example, attackers could delete the entire company database and then disrupt network
communications to prolong the recovery process.

D. Exploration and extraction of data

Once attackers gain deeper access to the system, they can discover the information and data they need and transfer it to
another location within the network, compress it and transfer it through the tunnels they have created. In the same
way, they continue to expand, discovering and transmitting more data.

At this point, the target is officially compromised. When data is stored in a secure location on the network and is often
encrypted by an attacker. White noise methods are commonly used to get the attention of security teams to get
information out.

Five-staged attack

In this work [Y Y], a model for analyzing the APT life cycle, which is organized in five stages, is presented. This model
is called the "attack chain". The five steps are as follows:

V- Delivery: Javelin phishing is used to send emails to recipients within the network.

Y- Exploitation: The vulnerability of services, systems or programs is used.

Y- Installation: At this stage, it is possible to install malware such as RAT (Remote Access Tool).
£- Command-and-control: The remote attacker has access to a damaged host or server.

e- Measures: Measures taken include accessing other hosts or servers on the same network to extract confidential
information.

Six-staged attack

The authors in articles [Y Y] and [Y Y] have proposed a six-step life cycle model to describe the APT attack. This model
emphasizes that attackers must deceive the person to run the malware and take advantage of any zero-day
vulnerabilities. The attackers then gain access to the network through a compromised computer. The six stages of this
life cycle are as follows:

\- Gathering information: The purpose of this step is to gather information about the structure of the target
organization or company through public social network profiles.
Y. Point of entry: Social engineering, spear phishing, and zero-day exploitation are the most commonly used

¢
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techniques for the victim that allow the attacker to access the computer.

¥- Command and control server: The attacker accesses the command-and-control server by communicating with the
host at risk.

¢- Lateral movement: The attacker can access the vulnerable host by moving in the network.

. Important data: Important information about hosts or servers is specified.

1- External server: Important and vital data is transferred to the command-and-control servers of the attackers.

Seven-staged attack

In the paper [¥ ¢], a general approach to APT attack in seven stages is presented. These steps are:

V. Investigation: Attackers seek public information about the victim.

Y. Preparation: Attackers prepare the initial attack to exploit vulnerabilities using network scans to create custom
exploits.

Y. Infiltration: Attackers make the first attack, which usually involves spear phishing.

¢, Network Conquest: Remote access tools or backdoors are used to control the system when the attacker has at least
one host to attack.

. Hide presence: The attacker seeks to remain hidden in the network for a long time.

1. Data collection: The attacker seeks the data he wants and hides it as legal traffic to be extracted slowly.

V. Maintaining access: The attacker can modify or create abuses, remote access tools and command and control
servers for long-term access to the network.

Eight-staged attack
In the paper [Y ], a general approach to the APT attack in eight steps is presented. These steps are:

V- Initial cognition: In this stage, the initial cognition of the goal is done.

Initial agreement: Describes the methods used to first penetrate the target, for example: spear phishing.

Y- Stabilization: At this stage, it ensures control of the target outside the network.

¢- Access development: The attacker is looking for documents that allow access to more resources in the system.

- Internal recognition: At this stage, the attacker gathers all possible information about the victim.

1- Lateral movement: The attacker can access the resources.

V- Preserving the presence: The attacker takes actions that stay in the network for a long time without being detected.
A- Completion of the mission: The information to be sent to the command and control servers is compressed.

Eleven-staged attack
In the paper [V], a general approach to the APT attack in eleven stages is presented. These steps are:

V- Initial access: In this step, the initial contact with the target is made.

Y- Stability: The attacker seeks to achieve the goal for a long time.

Y- Development of access: Development of access to confidential data by installing malware on the network is
essential.

¢- Discovery: includes access to target information such as location or username.

- Lateral movement: refers to how the attacker moves in the network to search for important vulnerable information
or services.

1- Collection: In this step, relevant information is collected.

V- Extraction: In this step, the collected data is extracted.

A- Execution: Malware is executed through remote connection.

4- Escape from defense: includes not being recognized by defense mechanisms such as firewalls.

Y +- Access to credentials: Gets full access to the credentials of the system at

risk.

VY- Command and control: Creating a command-and-control channel to communicate with attacking servers and
compromised systems is the goal.
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E. Detecting APT Attacks

Although APT attacks can be difficult to detect, and even more so when they successfully enter a target network, data
theft is not completely secret. In most cases, APT starts with a standalone malware such as rootkit, which emails an
affiliate member of the target organization. If this member opens their email attachment, they will launch a cyberattack
anonymously. This is considered a kind of social engineering, which is one of the common methods through which
attackers use an internal member to infiltrate the defense system of the company or organization [YA]. APT attacks
pose a dangerous threat to networks, and current diagnostic programs and actions fail to detect many APT attacks.
Apart from high manpower skills, malware is very important in the success of APT [Y4].

These attacks can be identified by detecting abnormal behavior in the organization's outbound traffic - which may be
the best possible way. Organizations can detect symptoms by continuous monitoring and security controls. Some of
these symptoms include:

» Unusual and suspicious activity in user accounts (especially high access accounts)

 Extensive use of malware on the back (to maintain access)

Suspicious and unusual activity in databases.

* Detects anomalies in information when leaving the network

The series of complex and persistent network penetration attacks consist of several intangible and covert stages. One
of the reasons for the inefficiency of intrusion detection systems against these attacks is the use of defense
mechanisms based on low-level network traffic analysis, which does not pay attention to the hidden relationships
between alerts [¢1].

F.Ways to deal with APT attacks

APTs have the resources, perseverance, and skills to design sophisticated attacks and to overcome defense systems
and prevent recognition. The network of many companies has been attacked and robbed while even the company itself
is unaware of this issue. APTs have become a serious threat to cyber security by taking advantage of poor coordination
and poor implementation of corporate cybersecurity measures. Poor defense means that APTs can always successfully
penetrate the network and steal its information without the victim realizing it. Most companies are attacked when they
find out that months have passed since the attack, and it is usually a third-party company that notifies them. Most
successful attacks require only basic techniques, and most of them can be stopped only with the consistent and
consistent use of relatively basic preventive measures. One of the reasons that cybercrime has become so widespread
is that attackers do not have to put much effort into a successful attack.

The most successful form of APT defense is continuous monitoring and response to most APT efforts. Defense
strategies based on one or two APT levels are not enough. In most cases, anti-virus software has not been a barrier to
APT attacks. Therefore, first-generation security tools are not valuable enough to protect targets, and other prevention
systems do not guarantee protection [¥ ¥]. Experts acknowledge that "any effective approach to defense against APTs

should include deep defense, reconnaissance, disaster response plan, recovery plan, awareness and security training"
[**].

The main tool for counteracting APT attacks is a set of basic methods that limit the relatively simple elements of the
APT process. When APT is broken down into its basic elements, it is usually known and easy to deal with. It is their
combination that makes it difficult to defend against the APT. This is why even the best network security tools,
including proxy servers, firewalls, VPNs and antivirus software, cannot defend against APT alone. Primary protection
methods include implementing a vulnerability management process, system updates, and intrusion testing. These
should be complemented by detailed documentation of the impact and risk assessment. Determining vital resources
and elements of the need for special protection is very important for commercial purposes [¥¥].

Today, two main types of APT defense can be distinguished: hardware and cloud[¥ ¢]. In the first case, a dedicated
device is placed on the edge of the protected network and monitors and reports suspicious traffic based on indicators
(does not block real-time transmission). More advanced models perform behavioral analysis and sandboxing.
Hardware-based solutions have certain limitations. Despite the high costs - which limit their number and limit their
use to large companies, especially for models that control encrypted traffic - due to the increasing use of mobile
devices and Remote workstations, these devices are not able to fully record network traffic. The hardware approach is
replaced by a comprehensive analysis (behavioral, vulnerabilities, address filtering, SSL transfer monitoring, active
content, etc.).

WW.mmea.ir


http://www.mmea.ir/fa/

e W ot
International’ Conference ‘on the [Vutation of A (Q)) IS c

,.Ec?rjnmws and Accounting  Liconse ool 08001.91045

WWW.mmea.ir Adib Mazandaran Institute of Higher Education
Monitoring the organization's incoming and outgoing traffic is the best way to prevent the installation of backdoors
and prevent the extraction of stolen data. Inspection of traffic within the network environment can also alert security
experts to any unusual behavior that may indicate malicious activity.

The Web Application Firewall (WAF), located on the edge of the network, filters traffic to Web application servers,
thus protecting one of the application's most vulnerable levels from attack. In WAF, it can help eliminate application
layer attacks (such as RFI injection attacks) and SQL, which are commonly used in the APT penetration phase.

Internal traffic monitoring services (such as network firewalls) are the other side of the equation. Finally, incoming
traffic control services can be useful for detecting and removing backdoors. These cases can be detected by tracking
remote requests from operators [ ¢].

A whitelist is a way to control domains that can be accessed over a network, as well as applications that can be
accessed by users. This is another useful way to reduce the success rate of APT attacks by minimizing available attack
levels.

However, malicious files are usually entered as legal software. In addition, older versions of software products are
vulnerable to compromise and unauthorized exploitation. To have an effective whitelist, strict update policies

must be in place to ensure that users always have the latest version of any application running in the list [¥7].

For criminals, ordinary users are usually the biggest and most vulnerable from a security perspective. Potential targets
fall into one of three categories:

* Careless users who ignore network security policies and unknowingly allow access to potential threats.
* Malicious insiders who intentionally abuse their credentials to gain access to the offender.
» Endangered users whose network access is compromised and used by attackers.

Access level control: Classifying data as needed helps block the intruder's ability to convert login credentials from a
low-level employee to a high-level user. The main points of access to the network must be secured by two-factor
authentication. Therefore, users need to use two-factor authentication (typically the passcode sent to the user's mobile
device) when accessing sensitive areas. Thus, unauthorized attackers trying to identify themselves as legitimate users
will not be able to access the network [¥V].

In addition to the following, [¥A] are the steps that must be taken when securing the network:

« Install security patches for networked software and operating system vulnerabilities as soon as possible

* Encrypt telecommunications to prevent attacker intrusion

* Filter incoming emails to prevent Email spam and Fishing attacks

» Use security operations centers to quickly record security events to help improve whitelists and other security
policies

* Regular scans to identify back doors

Given that cyber-attacks, including APT attacks, are spreading day by day, it is necessary to ensure that all anti-virus
software and programs used in the organization are up-to-date and in order to prevent any abnormal behaviors such as
unexpected traffic, suspicious logins, malicious events, and data theft can be periodically identified by running a
Penetration test for vulnerabilities and appropriate security measures taken to address them as soon as possible[ £ V].

G.CONCLUSION:

Cyber threats have been a major concern since the advent of the information age, but the biggest concern is the latest
category of threats known as Advanced Persistent Threat (APT). This has attracted increasing attention from security
researchers around the world. APTs are sophisticated cyberattacks carried out by sophisticated enemies with sufficient
capabilities and targeting specific information in companies, organizations and government. APT is a long-term
campaign that includes various stages. This form of attack, if successful, will have significant consequences for
countries and large organizations, which can range from financial loss to credibility. This article briefly describes
APT, its description and features, life cycle analysis of APT attacks, identification and ways to deal with them. This
study also highlights and recommends security tips and countermeasures that can help reduce APTs.
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